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Wallet Smart Contract Data

Role-Based Access:

Token-Based Access:

Smart Contract Mappings:
Data UID → RoleA
RoleA → AddressA

accessData(AdressA → RoleA?)

AddressA
owns TokenA

accessData(AddressA → TokenA?)

tx

AddressA
has RoleA

Data UID:
QmNrgEMcUyg

Data UID:
QmNrgEMcUyg

tx

?tx

Function:
accessData(Logic)

Smart Contract Mapping:
Data UID → TokenA

Data UID:
QmNrgEMcUyg

AddressA:
0xDBC05B1E

≈ 3780m2

≈ 12000m3



End of LifeOperateDesign Build

Web2

Web3



Node

Node

Node Node

Node

Node

Front-End
dApp

Blockchain
Wallet A

Blockchain
Wallet B

UserAccess LogicData Storage

Data User

Material
Passport

Gaia Hub
Token

SC

Stacks Blockchain Network

Data Creator

Token
Access SC

Role
Access SC

LoginAuthenticate

ConnectUpload

LoginAuthenticate

LoginAuthenticate

Allow/Revoke
File Sharing

Register Address B as Access Role

Send Token A

Mint and Register Token A for Access

Request File
Check Role of Address B

Check Access Token

Token A Needed Check Token A

ConnectDownload








